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OVERVIEW
I’M GOING TO TALK ABOUT...

A Social Network idea based on XMPP and Semantic-Web
technologies
A prototype application to exchange tagged bookmarks
with friends
Why do we need (more) privacy in Social Networks?
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WHAT IS A SOCIAL NETWORK?
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WHAT IS A SOCIAL NETWORK?
SOME ASPECTS TO DEFINE THEM

Buzzword, like Web 2.0
Web based applications

accessible from everywhere
users needn’t care about storage & backup

Benefits from the friendship connection between users
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WHAT IS A SOCIAL NETWORK?
WHAT DOES SOCIAL MEAN?

Why do we call a network “social”?
Is it social because it is written for the people? Unsure.
It is social because of the people who use it.
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WHAT IS A SOCIAL NETWORK?
HOW DIFFER THE USERS TODAY?

Years ago, the Internet was only available to academics
and used by technology-geeks
Today, all kinds of people use the Internet
Most users are not interested in technical details
They want a simple application to express themselves and
communicate with friends

They do not know about privacy implications
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PRIVACY
THE FACEBOOK EXAMPLE

Facebook’s privacy policy:
1. You should have control over your personal information.
Facebook helps you share information with your friends
and people around you.
And the Terms of Service say:
...you automatically grant [...] to the Company an
irrevocable, perpetual, non-exclusive, transferable,
fully paid, worldwide license to use, copy, publicly perform,
publicly display, reformat, translate, excerpt [...] such User
Content for any purpose, commercial, advertising ...
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PRIVACY
WHAT INFORMATION CAN BE COLLECTED?

1 You tell your friends that you have a certain disease.
2 Facebook collects such information.
3 And sells it to insurance companies.
4 You don’t get a health insurance.

5 Affects your children in case of genetic diseases.
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CENSORSHIP
THE GOOGLE, YAHOO AND SKYPE EXAMPLE

Mainly relevant for non-democratic countries
Search results are censored (Google and Yahoo)
Text messages are stored and censored (Skype)
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PRIVACY AND CENSORSHIP
OUR GOAL

Do we really have to use Facebook to tell news to our
friends?
Can we share information with friends without such
centralized services?
Can we protect our privacy in social networks?
Can we prevent censorship?
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THE CHALLENGE IS THE ARCHITECTURE!

XMPP decentral instant messaging service (since 1999)
PGP guarantees privacy, prevents eavesdropping and

censorship (since 1991)

Can we use XMPP for a Social Network architecture?
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WHAT DO WE WANT TO CHANGE?

1 Data must not be stored at a central place
2 Data exchange must be between friends only
3 Transmissions must be encrypted

The final application must be easy to use
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DISTRIBUTED ARCHITECTURE

XMPP as communication layer
PGP encryption between friends
Semantic-Web technologies for data exchange
FOAF, TagOntology, SPARQL
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DISTRIBUTED ARCHITECTURE
A SOCIAL NETWORK LIBRARY

Application runs on the Desktop
Communication over XMPP
Local port to communicate with other software
(webbrowser)
Data are stored locally in an RDF Database
Friends ask friends for certain information, not a central
database
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OUR APPLICATION

Social bookmark sharing application
Create a personal profile
Create bookmarks and tag them
Query your friends recursively for tagged bookmarks
Import bookmarks from Delicious and Bibsonomy
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CREATE A PROFILE
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LINK WITH FRIENDS
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SEARCH FOR FRIENDS’ BOOKMARKS
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SEARCH FOR FRIENDS’ BOOKMARKS

How can we find sufficient bookmarks with our application?
Centralized Social Networks like Delicious know all
available content.
Our application can only ask friends.
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RECURSIVE BOOKMARK SEARCH
THE FRIENDS-GRAPH

How can we traverse the graph in order to find results
Friends forward bookmark searches to their friends
Some parts of the graph will never be accessible
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RECURSIVE BOOKMARK SEARCH
OPTIMIZATION

Weight the link to friends based on prior feedback
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CURRENT PROTOTYPE

Java6 Webstart application
Sesame RDF database
Smack API
prefuse.org visualization toolkit
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WHAT’S NEXT?

TWITTER: Integrate a simple twitter client
XEP-0060: Publish-Subscribe, distribute encrypted private

information
LDAP: Provide contact-information of friends to the local

addressbook applications {Thunderbird, KMail, ...}
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WHAT’S NEXT
INTEGRATE WITH OTHER SUCCESSFUL SOFTWARE

FIREFOX search & bookmark plugin
PIDGIN plugin to use an existing account and friends
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CONCLUSION

Distributed Social Networks based on XMPP are possible
PGP encryption is mandatory but still not userfriendly
Write a nicer GUI

More information on http://www.pace-project.org
You can contanct me on mail <at> jtheuer <dot> de

Thank you for your attention!
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